Abstract-In this paper a novel digital watermarking method for video based on multi-resolution wavelet decomposition is proposed. The core idea behind our proposed technique is to use the scene change analysis to embed the watermark into DWT coefficients of detected motion scene frames. So every bit of the watermark is spread over the three dimensional wavelet coefficients of LH, HL and HH by using pseudo-random numbers. Extraction process is done without using the original video, namely, blind detection. The resulting watermarking scheme can be used for public watermarking applications, where the original video is not available for watermark extraction. Experimental results show the robustness and the invisibility of the embedded watermark against lots of attacks, containing: frame averaging, frame dropping, frame swapping and lossy compression.
I. INTRODUCTION
The rapid proliferation of multimedia over internet demands sophisticated technique for secure and efficient access to information. There is growing need to discourage unauthorized duplication and use of digital data. With the advent of digital video, issues of copyright protection have become more important. In addition to video, watermarking techniques have been proposed to protect images, video, audio, text and other types of data [1] .
Watermarking is a concept of embedding a special pattern, namely watermark, into a multimedia document so that a given piece of copyright information is permanently tied to the data. Many algorithms for developing watermarks on images are extended for videos. Applications of video watermarking contain fingerprinting, broadcast monitoring, video authentication and copyright protection. The following aspects are important for designing of video watermarking systems:
Imperceptibility: The watermark embedding should cause as little degradation to the host video as possible.
Robustness: The watermark must be robust to common signal processing manipulations and attempts to remove or impair the watermark.
Security: The embedded information must be secure against tampering.
Capacity: The amount of embedded information that can be hidden in video and be large enough to uniquely identify the owner of the video [2] .
Due to the large amount of data and high correlation between frames, unlike in the case of still images, video watermarking poses many problems. It is highly susceptible to pirate attacks such as frame averaging, frame dropping, frame swapping, frame interpolation, statistical analysis and etc. If all the frames are embedded with an identical watermark, it is vulnerable to collusion attack. Applying independent watermark for each frame is also a problem. On the other hand, regions in each video frame with little or no motion remain the same frame after frame. Motionless regions in successive video frames are vulnerable to lossy compression or may be statistically compared or averaged to remove independent watermarks. In order to conquest to these problems we decided to embed the watermark in motion scene frames.
Several watermarking methods have been delivered for video data. In [3] a method is proposed in which video sequence is considered as a three-dimensional signal with two dimensions in space and one dimension in time. Among the delivered techniques in recent years, the ones based on the Discrete Wavelet Transform (DWT) are gaining more popularity due to their excellent spatial localization, frequency spread and multi-resolution characteristics. For these reasons, the proposed method also works in the DWT domain. On the other hand, video watermarking schemes must not use the original video during watermark detection as the video usually is in very large size and it is inconvenient to store it twice. Hence a new video watermarking scheme is proposed to overcome this problem, too.
In this study, a video watermarking scheme which shows the robustness against video attacks and yet enables blind retrieval of the watermark is proposed. The rest of the paper is organized as follows: Section 2 gives information about DWT. Section 3, briefly surveys suggested scene change detection method. Embedding and detection process of the watermark are explained in sections 4 and 5. Results and analysis are discussed in Section 6. Finally section 7 summarizes our delivered video watermarking scheme.
II. DISCRETE WAVELET TRANSFORM
Discrete wavelet transform is a multi-resolution decomposition of a signal. Considering an image, 1 level DWT involves applying a low pass and a high pass filters along the columns and then the rows, respectively [4] . In two dimensional applications, for each level of decomposition, first, DWT is performed in the vertical direction, followed by the DWT in the horizontal direction. After the first level of A Blind Video Watermarking Scheme Based on 3D Discrete Wavelet Transform
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International Journal of Innovation, Management and Technology, Vol. 3, No. 4, August 2012 decomposition, there are 4 sub-bands: LL1, LH1, HL1 and HH1. For each successive level of decomposition, the LL sub-band of the previous level is used as the input. Each tile component undergoes three levels of decomposition. This results in 10 sub-bands per component. LH1, HL1, and HH1 contain the highest frequency bands present in the image tile, while LL3 contains the lowest frequency band. The three-level DWT decomposition is depicted in Fig.1 . Fig. 1 . One frame of the suzie video sequence with three levels of DWT decomposition.
III. SCENE CHANGE DETECTION
Applying independent watermarks to each frame presents a problem, if regions in each video frame remain little or no motion frame after frame. These motionless regions may be statistically compared or averaged to remove the independent watermarks [5] . So we decided to place watermark in motion scene frames. Histogram difference is the method which is used for detecting motion scene. Only the histogram for the red component of the frames is applied. So histograms of the corresponding frames are calculated. Then, the total difference of the whole histogram is calculated, which is given by: 
IV. WATERMARK EMBEDDING
The process of embedding the watermark is as follows:
• After detecting the motion scene, a three dimensional wavelet in three levels is applied on these frames, it means two dimensional DWT on each frame and one dimensional DWT along temporal axis over frames.
• The three dimensional coefficients of HL, LH and HH are chosen for embedding the watermark. Coefficients of LL (i.e. the low frequency sub-band) are not watermarked, as video energy is concentrated on lower frequency wavelet coefficient. If they are altered, it will affect on perceptual quality.
• A spread-spectrum technique is used to spread the power spectrum of the watermark data, thus, increasing its robustness against attacks. First by creating a random numbers based on Mersenne-Twister algorithm which is proposed by Nishimura and Matsumoto [6] .This method generates numbers with a period of 19937 (2 -1)/2 . By using a key, a set of pseudo random numbers ( , , ) { 1, 1} W i j k ∈ − + are achieved based on the adaptive size of wavelet coefficients . According to magnitudes of the 3D-DWT coefficients, watermark image is adaptively spread spectrum and embedded into these coefficients. Following algorithm shows the embedding process: After embedding the watermark, the 3D-IDWT is performed on the scene change frames.
V. WATERMARK EXTRACTING
During extraction process the original video is not needed, namely, blind extraction. The extraction is the inverse process of watermark embedding:
• Performing the 3D-DWT on scene change frames, that is, 2D-DWT on each frame and 1D-DWT along temporal axis over frames.
• Choosing three dimensional coefficients of HL, LH and HH of decomposed coefficients.
• Generating a pseudo-random number based on Mersenne-Twister algorithm using the same key which is used in embedding process.
• Calculating the correlation between extracted coefficients and pseudo-random numbers gives the hidden watermark: 
VI. EXPERIMENTAL RESULTS
The image which is considered as the watermark is a binary image of size 36×44. The process is performed on the true color suzie video sequence which contains 300 frames (about 10 seconds) with CIF format. Generally, the accurate measurement of the imperceptibility as perceived by a human observer is a great challenge in image/video processing. The reason is that the amount and visibility of distortions introduced by the watermarking attacks strongly depend on the actual image/video content [7] . To measure the perceptual quality, we calculate the peak of signal-to-noise ratio (PSNR) that is used to estimate the quality of the watermarked frames in comparison with the original ones. The PSNR [8] is defined as follows: After extracting and refining the watermark, a similarity measurement between extracted and the referenced watermarks is used for objective judgment of the extraction fidelity and it is defined as:
Which is the cross-correlation normalized by the reference watermark energy to give unity as the peak correlation [9] . In this experiment this measurement is used to evaluate the robustness of proposed scheme.
Approximately the value of PSNR for scene change frames is the same and it varies between 36.52 36.77 PSNR ≤ ≤ . Also, extracted watermark has the NC value of 0.9245. Fig.3 gives a visual comparison between the original and watermark frames, also Fig.4 shows the original and extracted watermark, respectively. To test the robustness of the watermark, different attacks are performed on watermarked video. The embedded watermark is retrieve using the proposed algorithm and the NC value of the recovered watermark is recorded for different attacks. These attacks contain frame dropping, frame averaging, frame swapping and lossy compression. 
A. Frame Dropping Attack
There is a little change between frames in a motion scene. Selected frames are removed from the watermarked video and replaced by their corresponding original frames. For this purpose 25% frames of watermarked video are dropped.
B. Frame Averaging Attack
Frame averaging is the average of current frame and its two nearest neighbors to replace the current frame, this process is also perform on 25% frames of the watermarked video. Averaging is defined by:
,k=2,3,4,...,n-1 3 
C. Frame Swapping Attack

D. Lossy Compression
In this section lots of compression attacks such as MPEG-2, MPEG-4, H.264 and MJPEG are tested. Experimental results show the robustness of the proposed method against various kinds of lossy compression which is shown in Table I . In order to demonstrate the robustness of the proposed scheme compared with other schemes, our scheme is compared with methods of Hsu [10] and Niu [11] . Table II shows the NC value between the proposed scheme and two other methods when they are exposed to attacks. The rates of frame dropping and averaging are 50%. At the end, for showing the preference of our scheme, the results of method [12] is compared with our method. Method [12] is a DWT-based watermarking scheme which embeds an identical watermark in all frames .The selected attacks for this comparison are frame dropping and frame averaging. In this paper, a wavelet-based watermarking for video is delivered. The key idea behind the proposed method is using the scene change detection for embedding the watermark. So watermark is embedded into motion scene frames. Experimental results show the invisibility and robustness of our algorithm against various kinds of attacks such as: frame dropping, frame averaging, frame swapping and lossy compression.
